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ABSTRACT 

This document describes a conceptual approach to using 

digital Information Card technology to support the creation 

of digital identity cards that can present verified age claims 

online, when backed by offline in-person proofing events at 

schools or other appropriate institutions. 
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Functional Goals 

Please indicate the functional goals of the submitted 

technology by checking the relevant box(es): 

 Limit harmful contact between adults and minors 

 Limit harmful contact between minors 

 Limit/prevent minors from accessing inappropriate  

    content on the Internet 

 Limit/prevent minors from creating inappropriate  

    content on the Internet 

 Limit the availability of illegal content on the Internet 

 Prevent minors from accessing particular sites without     

    parental consent 

 Prevent harassment, unwanted solicitation, and  

    bullying of minors on the Internet 

 Other – please specify 

 
PROBLEM INTRODUCTION 

This document proposes a conceptual framework for the 

creation of children-only Web sites and services.  

PROPOSED SOLUTION 

Online communities and social interaction are facilitated by 

innovative technology, including computers and software, 

Internet servers, and open protocols. But ultimately, the 

nature of online communities is determined in much the 

same way as in the offline world—by the rules that govern 

them, how well those rules are enforced, and the extent to 

which those rules are respected. Rules that unduly restrain 

activity or that are impractical to follow tend to be ignored, 

while rules that reflect broadly-shared community values 

require less effort to enforce. 

When it comes to children’s safety online, no technological 

silver bullet can completely eliminate risk. Indeed, the most 

important element of online safety for children remains 

parental supervision and guidance. Governments, industry 

and children’s advocacy groups all offer parents support in 

this new dimension of child rearing. Existing tools let 

parents monitor their children’s online activities and 

educational materials provide parents with context to 

communicate effectively with their children about 

appropriate online behavior.  

Microsoft proposes an approach whereby service providers 

can create children-only online communities, an optional 

form of online community serving children (and identified 

adults). The specific rules would be up to the provider, but 

the approach involves age verification following a 

reasonably practical and enforceable set of general rules.  

We believe that age verification for general-audience Web 

sites should not be legally imposed—for practical reasons 

as well as reasons related to privacy, cost, and the likely 

low return in terms of improved safety. However, age 

verification skeptics might be missing an opportunity to 

create new options for consumers. We believe that age 

verification has potential as one of many tools that industry 

and government can employ to lower online risks because 

it can help maintain a separation between the interactive 

online experiences of children and those of adults.  

In general, interactive Web sites and services can be 

categorized as follows: 

 Children only (or children and identified adults)  

 General audience 

 Adults only  

We will focus here on the first category, children-only Web 

sites and services. Adults-only sites typically have their 

own technologies for screening out underage users—

technologies that, for reasons described below, are 

impractical for children-only Web sites or general-audience 

Web sites (which should remain open to all users).
1
  

To create a children-only service, providers must determine 

the user’s real age and trust the person or entity vouching 

for that information. Unfortunately, most experiences on 

the Web are fairly anonymous and identity attributes 

are hard to verify, so it is difficult to determine whether to 

trust assertions about age or other user attributes. 

                                                        
1
 As a policy matter, we think it is important that the choice 

of target audience for a Web site or service be left to the 

service provider, not imposed by law. 
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Reputation services on sites such as eBay try to establish 

the trustworthiness of their users by allowing them to build 

a reputation over time based on usage. This type of service 

can be very effective in establishing a level of trust for use 

in transactions brokered by an auction site. However, to 

create a deeper level of trust requiring the validation of age 

claims, we must look to more robust forms of verification.  

Adults-only Web sites tend to verify age by collecting 

personal information and testing it against publicly 

available databases (e.g., government ID numbers, credit 

histories, etc.). But in most countries, no online databases 

can validate either a claim about a child’s age or a parental 

relationship with a high degree of confidence. (Even where 

such databases exist, and privacy challenges aside, only an 

offline process could verify that the person claiming to 

have a particular online ID number is indeed that person 

rather than someone who has appropriated the ID number.) 

In the absence of these resources, and in light of the privacy 

and verification issues associated with purely online 

authentication, we must look to forms of verification from 

the offline world to manage challenges relating to online 

identity and trust. In this way, we can enable online service 

providers to create robust services that afford a higher level 

of confidence that the users are indeed children.  

Offline Claims Applied to the Online World 

Offline, we establish trustworthy identity assertions in 

many ways. Indeed, the identity information we use in 

sensitive situations—such as name, driver’s license number 

or government ID number—is generally based on previous 

verification when we were physically present. For example, 

hospitals issue birth certificates based on eyewitness 

evidence of a newborn’s entry into the world. Later, we 

might use that birth certificate to get a driver’s license or a 

passport from a government agency. We might then use 

this other document to open a bank account or register a 

child for school. These verification procedures in the 

offline world are often both social custom and law. 

It turns out that the best way to establish trust online might 

be to make use of the trust mechanisms that already exist 

offline. To establish a high level of assurance for online 

interactions or transactions, we should create digital 

versions of existing trusted identity documents and allow 

people to use them when proof of identity is needed online. 

The use of such documents will make it possible to create 

safer children-only Web sites and online services. Children 

(and perhaps certain adults) who have a digital identity 

document with a trusted age claim could use it to access 

children-only digital playgrounds, class forums, social 

networking sites or other types of online interaction. People 

without such appropriate digital identities would be barred. 

In many countries, children don’t carry the kinds of offline 

identity documents found in the typical adult’s wallet. So 

how would these documents be issued, and who would be 

authorized to make identity claims for children? Again, we 

can take advantage of existing offline processes where 

secure in-person identity verification already occurs—for 

example, at the time a national identity card or passport is 

issued, or when a child is being registered for school.  

In countries where children are issued robust national 

identity documents from birth (such as some countries in 

Europe), corresponding digital versions are the obvious 

choice for online verification. In other countries (such as 

the U.S.), schools are well-positioned to issue identity 

documents because they have an existing process to 

determine a child’s age and identity at the time of school 

registration. Alternatively, government offices could issue 

these digital identities in the same way that they issue non-

driver IDs or passports. In some countries, the post office is 

another good option. Private-sector entities could even be 

used to issue claims, given some assurance of accreditation 

and security protections. 

We recommend that the decision about whether a child 

should be issued a digital identity card be left up to the 

parents. Parental demand for the creation and issuance of 

these digital identities would, in turn, drive Web site 

operators to create children-only Web sites and services 

where such identities would be used.  

To protect privacy, the data on these digital identities could 

be limited to age and proof of authenticity. No personal 

data needs to be embedded in the card, and no personal data 

known to the school (or other identity provider) needs to be 

released onto the Internet. If a country does issue digital 

identity cards including personal information, online 

service providers should set their systems to request only a 

verified confirmation of age (rather than the full set of 

information on a given card). Decisions regarding what 

data to include in a digital identity are ultimately policy 

decisions to be made collaboratively by government, 

privacy advocates, industry, and child development experts. 

Digital environments restricted to age-verified children 

would not be without risks. Indeed, the overall approach 

described here focuses on risk reduction and mitigation, not 

on risk elimination. Any community is safe only to the 

extent that rules are in place and are respected by the 

participants. Individual behavior, such as cyberbullying, 

would still need to be addressed, education would still be 

needed to promote online etiquette, and enforcement by 

online community hosts would still be crucial.  

As noted earlier, technology cannot provide a silver bullet 

for online safety, and a solution based on such identity 

documents would of course not be foolproof. Identity 

providers must take steps to limit who can obtain digital 

identities. As in the offline world, credentials might be 

issued based on clever misrepresentations to the provider. 

To minimize such risks, we must make sure that identity 

providers are properly trained and accredited. 



Another challenge is managing issues related to lost, stolen 

or borrowed identity cards. From time to time, identity 

cards might be lost, stolen, sold or borrowed—much like in 

the offline world. Each individual ultimately bears the 

responsibility to safeguard his or her own digital identity, 

and children must be taught to secure their identities. 

However, in the event that a digital identity card does fall 

into the wrong hands, the relevant and properly authorized 

authorities will need to have processes in place (with 

appropriate restrictions) that allow them to swiftly obtain 

information about both the card’s improper use and the 

identity of the original card holder. This will allow law 

enforcement to narrow the suspect pool and quickly 

commence an effective investigation. (If this responsibility 

to thwart misuse of identity cards were shouldered by 

identity providers, they would likely have to resort to in-

person proofing at each login—an impractical option.)   

Additional steps should also be taken to minimize the risk 

that digital identities can be easily used if they fall into the 

wrong hands. Such steps should recognize that digital 

identities need far more security protections than a simple 

username and password, which are easily compromised. 

Digital identity documents should include PIN numbers 

and should be cryptographically secure, auditable and 

revocable in the event of compromise. They should also 

work with existing identity systems and be interoperable 

between providers.  

These realities suggest that the objective should be to bring 

online and offline safety into parity so parents and children 

can expect a similar level of safety and privacy protection 

in both environments—not to seek perfect enforcement in 

the online world (which is unachievable) or create false 

expectations of security. Indeed, we still teach children not 

to talk to strangers in the offline world; even in a safer 

online world, children would still need to be educated about 

the risks to their privacy and safety. 

An Approach Based on Information Card Technology  

Much of the basic technology required for the creation of 

digital ―identity cards‖—technology known as an 

Information Card system—already exists. It represents a 

significant improvement in authentication security and 

interoperability across all types of government, enterprise 

and consumer networks.
 
 

Information Cards are not physical cards, but they are 

digital identities analogous to tangible cards in a person’s 

wallet. In much the same way that a person might use a 

student ID card to get free admission to a museum or 

demonstrate eligibility to purchase discounted train tickets, 

a digital Information Card issued by one entity can be used 

to verify the card owner’s identity or identity attribute 

(such as age) with another entity, as long as the card 

includes the necessary data. 

The creation and use of Information Cards involves three 

parties. The first party is the entity that issues the card. In 

the case of a card for use in sensitive interactions, the issuer 

might be a government, business or nonprofit organization. 

For less sensitive uses, individuals might issue themselves 

a card. The second party, or relying party, is whoever needs 

to accept the card during a transaction. The third party is 

the cardholder, who decides which card to present in a 

given transaction. In some cases, there may also be an 

additional entity providing the secure in-person-proofing 

element of the card issuance process so that the card issuer 

can issue cards with the requisite degree of confidence. 

Information Card technology removes the need to rely on 

usernames and passwords to access Web sites, and it 

supports a range of robust encryption methods that help 

prevent tampering with the card’s data or intercepting it in 

transit. Information Cards also allow relying parties to 

request the minimum amount of personal information 

needed to authenticate an identity for a given transaction. 

For example, an Information Card issued by a civic 

organization might have six fields—for name, address, 

birth date, member number and so on—but if a relying 

party, such as an e-commerce Web site offering discounts 

to members of the organization, needs only two fields of 

information to complete a transaction (such as ―Does the 

card certify that the holder is a member of the 

organization?‖ and ―Is the digital identity itself valid?‖), 

that party will receive only those two fields of information. 

From an infrastructure perspective, this system will require 

a number of investments. First, identity providers (such as 

government agencies or schools) will need the resources to 

issue the digital identities. Relying parties (such as 

children-only Web sites) must modify their systems to 

accept these kinds of digital identities. Finally, children 

must be taught how to use digital identity cards and must 

be given incentives to do so. 

Incentives 

As with many aspects of the online world, the availability 

of a particular technology or service does not necessarily 

mean that the market will embrace it. Some of the calls for 

age verification have focused on general-audience social 

networking services because they are perceived to be the 

most popular for both teens and adults while some attempts 

at online experiences restricted so as to be suitable for 

children have proven less attractive to the marketplace. The 

.kids.us domain, for example, has not gained a critical mass 

of users.  

But there are reasons to believe that age-limited online 

services would prove attractive. While some teens may be 

interested in notoriety (in current parlance, becoming 

―Internet famous‖), many other teens are far more 

concerned about their immediate social network, 

classmates and close group of friends, and they are 

indifferent to whether they can engage the world at large in 
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their online lives. More broadly, dating and matchmaking 

sites have proven to be a reasonably stable Internet 

business model in a variety of countries—and an obvious 

feature of these sites is interaction with a discrete set of 

other users and separation of the potentially desirable from 

those less so. Many general-audience social networking 

sites also feature tools to find individuals already known to 

the user (such as classmates and former work colleagues).  

These examples illustrate that online experiences with an 

additional level of trust in the identity of other community 

members could prove attractive to consumers, particularly 

to children or teens who are just starting to engage in online 

socializing and whose parents do not feel they are ready for 

a general-audience website.  

Conclusion 

We have outlined a framework for a largely technical 

approach to the age verification challenge. The 

nontechnical aspects of the problem will be as difficult to 

solve as the technical ones, if not more so. To make this 

vision a reality, child development experts, governments 

and industry must work together to address a variety of 

additional challenges, including: 

 Determining whether a system such as the one 

described in this document strikes the right 

balance between risk and usefulness 

 Designing the necessary criteria for in-person 

proofing events as well as the subsequent issuing, 

auditing and revoking of digital identity cards 

 Providing the institutional resources for securely 

issuing and managing digital identity cards 

 Determining what market and regulatory 

environments are needed to support, or at least not 

hinder, both the creation of digital identities and 

children-only websites which accept the identities 

 Determining incentives for children to use such 

Web sites 

 Determining how to teach children about the 

importance of keeping their digital identity safe 

 Resolving questions of indemnity if a digital 

identity falls into the wrong hands 

 Determining what kind of moderating is 

appropriate on these Web sites, and who should be 

allowed to be a moderator 

There is no doubt that creating safer children-only online 

experiences will be a difficult undertaking, and our 

proposal is by no means the only possible approach. 

However, we believe that a model based on in-person 

proofing, the use of Information Cards and collaboration 

between government, industry and child development 

experts offers the most fruitful area of investigation. We 

therefore recommend that the Taskforce recommend a 

collaborative effort between government, industry and 

children’s development experts to pilot such a system. 

EXPERTISE 

Microsoft is a provider of Information Card technology; 

our implementation is called Windows CardSpace™. All of 

the protocols for Information Cards are under the Open 

Specification Promise, so anyone is free to build software 

that uses or issues Information Cards. Others have already 

begun to do so for the Mac, Linux and Windows® 

platforms. (Examples include DigitalMe and Higgins.)  

To further advance the interoperability and adoption of this 

technology, Microsoft and other prominent companies 

recently formed the nonprofit Information Card 

Foundation. The 35 members of this foundation—including 

Equifax, Google, Novell, Oracle and PayPal—share 

Microsoft’s commitment to fostering a simpler, more 

secure and more open digital identity system on the 

Internet, increasing users’ control over their personal 

information and enabling mutually beneficial digital 

relationships between people and businesses. 

COMPANY OVERVIEW 

Founded in 1975, Microsoft (Nasdaq "MSFT") is the 

worldwide leader in software, services and solutions that 

help people and businesses realize their full potential. 

 

BUSINESS MODEL OVERVIEW 

The business model to support the creation of children-only 

Web sites and services has not been defined. As noted, 

creating market-driven incentives and determining what 

market and regulatory environments are needed to support, 

or at least not hinder, the creation and use of digital 

identities are among the obvious challenges in this area. 
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CERTIFICATION  

I certify that I have read and agree to the terms of the 

Internet Safety Technical Task Force Intellectual Property 

Policy. The IP Policy can be found at 

http://cyber.law.harvard.edu/research/isttf/ippolicy
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